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Data 1s the new oll

‘Dataisthe new oil It's valuable, but if
unrefined it cannot really be used. It has
to be changed into gas, plastic,
chemicals, etc to create a valuable
entity that drives profitable activity, so
must data be broken down, analyzed for
it to have value.’

Clive Humby, UK Mathematician and architect of
Tesco's Clubcard, 2006




¢ SIEM

e Fraud Detection

« Machine Learning / Al
e Forensic Searching

« Business Intelligence
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« Advanced Monitoring and Alerting




The Data Bridge
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« Secure Integration to cloud based
Applications

« And On-Prem

 Microservice Based Integrations

« Data propagationto cloud




A Potential Pipeline
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SecurDPS Kafka Integration Overview

Producers

API Integration

Data Base |

Data Base
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APl Integration

Consumers
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Potential Uses

Data
Visualisation

Machine
Learning

Alerting

Forensic
Investigation

Monitoring
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Search Dashboards

= 0 Discover New Save Open Share Reporting Inspect ®

[B) v Search DQL [ v Last1year Show dates C Refresh
®  + Add filter

atmtranslog v =
554,800 hits

§1 :Search field names Mar 30, 2022 @ 07:54:08.784 - Mar 30, 2023 @ 07:54:08.784 Auto %

& Filter by type 0
25000
Selected fields
20000
» _source € 15000
§ 5000
Available fields o 10000
Popular 5000 I
NS 2022-04-01 2022-05-01 2022-06-01 2022-07-01 2022-08-01 202 2022-10-01 2022-11-01 2022-12-01 2023-01-01 2023-03-01
t _id
2 TXNDATE per week
t _index
Time + _source
# _score
B tpe > Aug 31, 2022 @ 81:59:49.808  TYNDATE: Aug 31, 2022 @ 01:59:49.000 TRCATI: BAN@@O1 TRTRTY: 4 TRCRDNUM: 48005@%x%x*x4826 TRTRN: 4,800 TRRSPC: 68 BIN: 400058 Owner: Binkleys Issuer_type: Debit
Add Scheme: VISA issuer_country_code: 826 Foreign_Card: false ONUS: true DISPENSE: true termid: BANG®B1 segno: 9.99,120,300,153,639e-309 ROUTE: ONUS Approved: true
t ress
RETRACT: false Responsecode: 88 Responsetext: Approved and completed successfully Networkoutflag: false carderrorflag: false CODE: TXN-ON-US ncardihr: 1
@ Approved
il ncardlhrapproved: 1 ncardlhrdenied: - nATMlhr: 5 nATMihrapproved: 5 nATMlhrdenied: - thour: 23 tday: 3 tquarter: 95 campaign: 2 Address: Kalliness, Weisdale,
t BIN Shetland ZE2 9LQ, United Kingdom description: ATM lat: 68.233 long: -1.381 location: 60.2334559,-1.3812263 terminaldatetime: 2022-88-30 23:59:49 _id: zAg@HocBBS9nmWdr8wly
# campaign

e > Aug 31, 2022 @ 01:59:32.908  TXNDATE: Aug 31, 2022 @ 01:59:32.000 TRCATI: BAN@B26 TRTRTY: 4 TRCRDNUM: 482604%#x+**x@919 TRTRN: 16,000 TRRSPC: 00 BIN: 482604 Owner: TCZ Issuer_type: Debit
caraerrorfiag

Scheme: MasterCard issuer_country_code: 826 Foreign_Card: false ONUS: false DISPENSE: true termid: BANGO26 segno: 9.99,120,300,153,639e-309 ROUTE: LOCAL SWITCH

t CODE

Approved: true RETRACT: false Responsecode: 80 Responsetext: Approved and completed successfully Networkoutflag: false carderrorflag: false CODE: TXN-NOT-ON-US
t description ncardlhr: 2 ncardihrapproved: 2 ncardihrdenied: - nATMlhr: 35 nATMlhrapproved: 27 nATMlhrdenied: - thour: 23 tday: 3 tquarter: 95 campaign: 2 Address: Edinburgh
@ DISPENSE South Bridge Local, 79 South Bridge, Edinburgh EH1 1HN, United Kingdom description: ATM lat: 55.949 1long: -3.187 location: 55.9485946,-3.1869337 terminaldatetime: 2022-

(N

Foreign_Card
: > Aug 31, 2022 @ ©1:59:28.900  TXNDATE: Aug 31, 2622 @ ©1:59:28.000 TRCATI: BAN4025 TRTRTY: 29 TRCRDNUM: 544008#x+#x%2257 TRTRN: 8,080 TRRSPC: 08 BIN: 544000 Owner: Lithuania Issuer_type: Debit

# issuer_country_code
Y Scheme: MasterCard issuer_country_code: 440 Foreign_Card: true ONUS: false DISPENSE: true termid: BAN4025 segno: 9.99,120,300,153,639e-309 ROUTE: MasterCard

t Issuer_type Approved: true RETRACT: false Responsecode: 98 Responsetext: Approved and completed successfully Networkoutflag: false carderrorflag: false CODE: TXN-NOT-ON-US
# lat ncardlhr: 1 ncardlhrapproved: 1 ncardlhrdenied: - nATMlhr: 4 nATMlhrapproved: 4 nATMlhrdenied: - thour: 23 tday: 3 tquarter: 95 campaign: 2 Address: 95 Charleston
# long Dr, Dundee DD2 2HB, United Kingdom description: ATM lat: 56.47 long: -3.825 location: 56.46990864,-3.0251529 terminaldatetime: 2022-88-30 23:59:28
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Search Dashbhoards
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uLinga Product Suite
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ULINnga reatures el s
Al e & o G i
« Uses Industry Standard Protocols incl. TCP/ (B, - o R e
HT TP - -« uLingaRroduct Suite
o Simplified Management - IPend toend allowsfor . & Ew. ° W o
easler problem determination @g =l 7
« Extensive security options (e g..S5SL/ TLS, IPSEC) D wingatoroisw | | || e
« Modern intuitive web-pased graphical user wngarorxzs (1 =
interface (WebCon) = A . L
« RESTful interface for command, control and =l === | ugatoriafia
metrics ﬁ
==

* Provides a wide range of APIs to support any
application

e Extensive inbullt tracing and logging

« Completely multi-platform - NonStop, Linux, Unix
and Windows

 temandsenversupport




uLinga for Kafka

HPE NonStop 1

Pathsend

Client Y

(e.g Pathway
Server)

meaning No additionad Soﬁware reqwre.
No single point of faillire ]
Runs like any other ulinga product -/
Proven ulinga architecture can-handle
massive data throughput - >20,000TPS
on a single NS X3 processor, with sub-
millisecond latency




Streaming EMS Events to Kafka

NON-STOP
Consumer

EMSDIST uLinga
For Kafka

TACL> EMSDIST /NOWAIT/ COLLECTOR $0, TYPE PRINTING, TEXTOUT SULKAF.#KAFKAl




—NSscripe Support - Producer

NON-STOP
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Enscribe "

consumer

Application




TME Audit Trall (Enscripe & SQL/ MP)- Producer

NON-STOP

-

A

consumer

Application

New ENSCRIBE intercept libriary




—Nscripe Support - Consumer
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Pathsend / [PC support

NON-STOP

oo

consumer




Proauce Consume -

HPE NonStop

Pathsend
Client
(e.g Pathway
Server)




uLinga for Kafka - Additional Featir
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. Authentication with SASL-SCRAM sy “w. . t% 1 i

« Kafka Exactly Once Semantics (EOS) o G

» Configurable batching support - can increase thrgggjh'put, ' N
depending on application reguirements '

e COMpression support
* [INntegration with securDPS




uLinga for Kafka - Summary
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* ULINnga for Kafka provides: .

« Excellent performance, written in C, wth gle e
additional components required s

» All the advantages of other uLinga preducts

e Support for both Kafka Producer and
Consumer functionality

* Produce/ Consume can be paired to provide nigh
performance request/ response processing

« Variety of mechanisms to send/recelve data
to and from Kafka cluster

e User exits for custom manipulation of data
* Integration with SecurDPS

HPE NonStop




summary

—
E
101 101
Hoomaolo

N NSNS
" e w'e

« Secure Integration to cloud based
Applications

« Open up more actionable data

 Enrich data for greater utilisation

* Provide secure transmission and
storage of data
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