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New PayPal Interface Overview

yPal API Adaptor is used to connect our system to PayPal

tis built using a framework for high availability and high performance
« The APl adaptor translates JSON, XML and Custom formats

* Itincludes OAUTH2 + JWT for application security

« TLSis an optional module to provide additional security




New Solution Architecture
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Architecture
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Public Cloud Interface

Client programs can communicate with Azure
Messages are sent to our NonStop and on to PayPal
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l1l. Synchrony Payment Modernization

Swagger compliant APls - sample

POST /termecho send a echo test from terminal

Send a echo test from terminal OmniPaymentS API . )
o Jorsd) Synchrony provides Swagger compliant APIs —a

| Parameters mPOS Payments API Samp|e IS depiCtEd bE|OW

No parameters

Request body servers
[ nttps:l/vlnserver.

1.0.0 - Swagg API Auto Mocking v

mPOS for terminal echo

MPQOS administrative transactions
Example Value Schema

{ (I3l /termecho send a echo test from terminal

"opSvcRgHeader”: { = _
"rqUID": "BBAGODO1-1505-2014-a760020c916chF6", /termsignon senda signon test from terminal
"operationType": "ECHO",

"clientDateTime": "2019-09-04:12:30:35.40",
"customerLenguagePref”: “"en/us”,
"clientAppName": "mPOS",

"clientAppOrg": "OmniPayments",
"clientAppVersion": "1",
"sessionKey": "78177677377494958515457534851545148432103756"



API Adaptor
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JWT - OAUTH?2

rony supports JWT using OAUTH2

» The Client registers itself with Synchrony setting up a client ID and client secret (password)
» The Client requests an access token

« Synchrony validates the client credentials and issues the access token

* Theclientincludes the access token in every request

* Synchrony processes the API request only if the access token is valid




Modernization - JSON to Legacy Pathway
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Modernization - Legacy Pathway to JSON

External Web
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Modernization — Synchrony Components

TLS - Optional API Gateway

* Secure connection * HTTP Header
between client and validations
server

JSONTD

* Request/Response
mapping

* OAuth2 + JWT

 Data Transformation

* Logical routing based

* Data Protection on API resource

* Secure tunnel

* Business Logic

* JSON, XML and
Custom mapping
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Send XML Request to Provider in JSON

o convert XML request to JSON and send to provider

if(inXMLMesagelen >0 && inXMLMesage != NULL)
{

fﬂt
Convert Trimmed BLM XML resoponse to JSON using libarary
If success then apend to template otherwise send header only

*/
xml2jsonError= trasnform¥ML2ISON{inXMLMesage,&xml12jsonBuffer,&xml2jsonBufferlen);

//put service XML2ISON transformed message into json template on success
//else return status as invalid blm response received.

if(xml2jsonError !=8 || xml2jsonBufferLen <=8 || xml2jsonBuffer ==NULL)

{
if(xml2jsonBuffer)

free(xml2jsonBuffer);
xml2jsonBuffer=NULL;
}

xml2jsonBufferlen=0;

memset (inopSvcRsHdrOut.StatusCode, '\ ,sizeof(inopSvcRsHdrOut. StatusCode));
strepy (inopSveRsHdrOut. StatusCode, "800 ) ;

memset (inopSvcRsHdrOut. Severity, "\8°,sizeof(inopSvcRsHdrOut. StatusCode));
strepy (inopSveRsHdrOut. Severity, "Error™);

memset (inopSvcRsHdrOut.StatusDesc, '@ ,sizeof(inopSvcRsHdrOut. StatusCode));
strepy (inopSveRsHdrOut. StatusDesc, "Tnvalid Response Received from Service");




Reply to Client in XML

o get convert the JSON response to XML

/* Call the JS0N to XML LIbrary and provide incoming message to it
*/

displayCompleteBuffer("Input to transform]SONZXML @ ", incomingAPIMessage);

//Incmoing JSON Message to JSONZXML Library
errReturn=transformJSON2XML(incomingAPIMessage, &outXMLMessagel);

if(errReturn !=8 || outXMLMessagel ==NULL)

{
memset(app_msg_txt, '\@', sizeof(app_msg_txt));
sprintf(app_msg_txt, "Error in transform]SONZXML; Reply back to gateway, error code: %d", errReturn);
log_emsmsg((int)LOG_CRIHIGH, (int)bizError, (int)LOGD_NOERROR, app_msg_txt);
errReturn = prepareErrorResponse(UE_Ctx->apiIndex,&UE_Ctx->mainopSvcRsHrd,&outXMLMessage);
/{/there shud not be error from this function hard coded error response
memset(currBuffPtr, '\@°,bufflen);
memcpy ( currBuffPtr,outXMLMessage2, strlen(outXMLMessage2));
*ioCount = strlen(outXMLMessage2);
displayCompleteBuffer("process]SONRequest output: ", currBuffPtr);
OR_Ctx-»operationCode = REPLY_CLIENT;
return (int)BIZ_SEND_FAIL;
¥

//fdisplayCompleteBuffer("Output of transformJSON2ZXML : ", outXMLMessagel);

if(errReturn==8)
displayCompleteBuffer( Converted XML Template after transformISONZXML: ", outXMLMessagel);




GUI — Admin, Troubleshoot and Real time logs
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GUI — Payload - Tokenized

ASCI Payload uessage

{"OPCMS”™. {Hdr . MsgFcin™."Cardinguiry”,"PricolVrsn™. V1,07, “Xchghd™."002005" "CreDITm" . "2022-11-14T01.00.41,. 992" "InitgPty”{1d""Technipagos00”, " Tp™. "ACOR", Tssr . Technipago™, "Ctry™."CO™, "ShitNm ™. "sr12347, "Ropt
Fly™ {0 OmniFaymenis 007, T, "CISF" “lssr "OmmiFayments”, "Clry™."US™ " ShrlNm™ "sirn2 347, "Sdy Trir U MACT, "AFASSCEF ), "Cand™ [{ Pl Thn™ " Thn" 406340398428 2320711}

Provider Name

Card Number 4063403084232320
Amount

Message Type 0200

Processing Code

Data Langth 390

Log Souice TECH_SVC

Log Code SuUCCess

Reply Code 0000

Provider Resp Time

Elapsed lime 1]

Transmission Time 2022-11-1401.08.42 0
Logging Time 2022-11-14:01.09.42. 0
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Transactions
Transactions

No Transactions
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Dashboard — Realtime Monitoring on Linux — Optional




Dashboard — Realtime Monitoring
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Dashboard — Realtime Monitoring — Statistics for the Interface
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Message Flow: Inbound JSON

+ JSON to DDL mapper
+ Invoke Legacy
server

Synchrony

« HTTP Protocol handling * No changes to the Legacy
application
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Message Flow: Outbound JSON

DDL to JSON mapper

Synchrony

* No changes to Legacy
application

Consume Remote web service
Manage http communication
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HTTP Response Codes

Response Code
200
405
404
500

Response code description
HTTP Service is OK
Invalid input

Input not found

Internal server error

We support the common HTTP response codes
Additional codes can be added




HTTP Response Codes

00
01
1024
1120
2558

200
1020

Common Response Codes from APIs

Response Code Response code description

Operation Completed Successfully
Operation Declined

Tag is missing

Tag Value is Blank

Institution Record is not Present
Invalid Request Received/Parse Error.
Tag value cannot be blank

Tag value length Invalid

Tag is Missing.

Wrong operation type is received in the
request

These common API response codes are supported
Additional response codes can be added




OAUTH2 Response Codes

OAUTH2

Response codes
Response Code Response code description

0 OAUTH OK

1 OAUTH Valid
2390 Parameter Absent
2391 Parameter Rejected
2392 Invalid Client
2393 Invalid User/Password
2394 Invalid Request
2395 Unauthorized Client / Authorization is not given in Request
2396 Server Error
2397 Token Expired
2398 Invalid Token

2399 Invalid Grant
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