apsoll

WWW.0psol.com

Opsol tools for the
HPE NonStop
Splunk, Kafka, APls,

Offender, Modern
Payment Switch
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Opsol 27 years old — products sold by HPE

1 Financial Services

1 Telco - [ OmniPayments Switch as 1 OmniCloudX
OmniMessaging Base24 Replacement 1 Faster Payments
| | |
1995 2000 2004 2008 2013 2017

1 OmniChannel 1 Retail

G@DL 1 Dashboards
1 Fraud

Blocker
4 Fingerprints
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\/isa Adaptor and Tokenization

—

Hewlett Packard
Enterprise

1 Web services
1 Mobile Payments

2018 2019 2021 2022
*
(d Blockchain
(d Visa Direct
(d Visa Tokenization
J Visa Fraud
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Data export to Enterprise Monitors

ORACLE p— T @ pentahow
m D Iéle:vlet; Packard — Sp|unk“>
nterprise
MysoL 1 teradata.
.\'A matpl:tlib
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_ Architect
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Block Fraud
Switch
Authorize

Settle

Secure

ISO REST
SOAP
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Services to migrate NonStop applications to the NonStop in the

Lereaclard
pUbllL CIUUU

Microsoft e

Azure

/

Google Cloud
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Opsol Tools used in OmniCloudX

API
GATEWAY

Monitoring
Tools

Replicator

Monitors, Tools,
Adaptors for the HPE
NonStop

AdminUl

Loader
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Offender System Monitor $2,000 per node
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OmniSplunk | OmniKafka

4 . )
OmniCloudX Linux
I |
EMS L Splunk Engine
Splunk Adaptor >
0SS Logs Files
Omni
N Sensors
SQLMX, Enscribe Windows
Kafka Producer
: Kafka Consumer
Automation
\_ J
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OmniSplunk Architecture

OmniSplunk sensors:

run continuously
and gather
securely send
targeted : :
: . information to the
information in .
: Splunk engine
real time and
over TLS
near real tme
[

are implemented
on the HPE
NonStop server
and collect very
specialized
information about
individual
application
components
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OmniSplunk Business Sensors

PTLF, TLF, BASE24 and Connex

Log Files Sensor Audit Trail File Sensor

= Sends Audit trail changes to Splunk
= Can sample and send relevant
information.

Mask Card numbers before sending.

Monitors the configured log files and
sends the new information to Splunk.
Trickles log file information.

Enscribe Files Sensor

Sends Enscribe file changes.
Supports Key sequence and Relative
file types.

Formats the records based on DDL
for the Enscribe file.

Samples and sends the important
data.

Mask sensitive information.

Opsol Confidential e
www.opsol.com “

EMS Sensor

Sends EMS information to Splunk.
Supports filters and EMS tokens
before sending to Splunk.




OmniSplunk System Sensors

T &
System Sensors

CPU Busy
Process Busy
Disk Busy
File Busy
TMF

=  CPU Queue

/N

o

Automation
Sensors

Check process is running
Check for looping process
Check for File full

Check for Abends

Create backups

Check for Disk and File Full

)
TCPIP Alerts

Connection status
TCPIP Process

TCPIP Process opener
IP and Port
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OmniSplunk Home Screen

sphunk

Search Datasets CPOMS Dashboords

Splunk-Omni Offender
Home Screen

Last 24 hours

CPU Busy % Disc VO Rate

‘:Fo"
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TMF Rate per sec Process Busy Disc Space Usage %

Name S
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3 38
E
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OmniSplunk CPU Stats

Saarch Datasets Reports Dashboards

Splunk-Omni Offender-CPU Stats
CPU Statistics
Select CPU
Oa Devo OUouvt Uowz

CPU busy % CPU DISC 1O Rate

820

CPU Swap Rate

wo
25125

ocls

1A sss
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OmniSplunk Process Details

Dashbogecs

Splunk-Omni Offender-Process Details
Process Statistics

Process name Time picker
$SYSTEM Last 24 hours

Process Detalis
Name ¢ 3 X MemMES ObjectPath$ e Open Calls ¢

$SSYSTEM . 106.73  SSYSTEM. S5YS84.TSYSOP2 2

Process Busy % Process Memory Usage

0

Lo

L "

F

<

Process Queve Time Process Ready Time

u
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OmniSplunk Disk Stats

Splunk-Omni Offender-Disc Stats

Disc Statistics

Last 24 hours

Disc VO Rate Disc Space Usage %

Volume ¢ B : Read/sec ¢ Writes/sec ¢ Read bytes/sec ¢ Weite bytes/sec ¢ Read busy % ¢ Disk busy % ¢ Free Space ¢
SALOLT I NLET .89 8 1839, 8.83 43.13

SOMNID4 33.86 A ¢ 343. 134.¢ 1.66 2
$OMNIR3 53.53 ; 5.8 5 418, 1
$SYSTEM 2.93 K 6 ] 116

SOMNIRS

SOMNIOS

SOMNIRT

SOMNIOS

SOMNIRY
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OmniSplunk EMS Collector Report

Search & Reporting
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Omni APIs — JSON, XML interface to Pathway

/ OmniPayments \

OAUTH2 + JWT
HTTPS i 4 ) HTTPS
Request from client in . . Request To Provider
XML/JSON L JSON/XML Adaptor ; in JISON/XML
S
Web Service Invocation
HTTPS \_ Y ~ HTTPS
Reply to client in Response from
ML/ISON Provider in JSON/XML
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OmniPayments Overview

Configurable

= The solution is configurable and
features can be turned on in real
time. More advanced rules can be
programmed in the User Exits in
Java, C++, COBOL and PTAL.

Message mapping

= (Can maintain context between
related message interchanges and
can consolidate multiple responses
into a single response to the
transaction initiator.

= All activities are logged.

Versatility

= Deployed on the HPE NonStop
server and has adapters for Amazon
AWS, Microsoft Azure, IBM MQ,
Splunk, Oracle Tuxedo, HPE Pathway
and CORBA.

Core Transactional Engine

»

Integrity

= Messaging framework on HPE NonStop
servers.

= Provides core Services such as routing,
data mapping and security.

= Supports ISO messages, JSON and XML
message formats.

Real time

* Inputs from any customer touch point
nurture in real time the isolated backend
legacy systems.

Flexibility

= (Can interface with legacy applications
such as ACI BASE24 and FIS CONNEX.
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OmniPayments Features

& SG o

=,

Intelligent Transaction Growing to Handle Network errors and
Routing Larger Volumes self healing

e + boles ot an " it s
balancing output components t(;/alternfte ath

e Intelligent Routing e Newinputand output e Failed conne[Ztior.\S are

e Exception Handling interfaces can be easily taken out of the pool

e  Connection plugged-in _ e Connection retries are
Persistence e New service providers

performed in the
background.

e Once the connectionis
re-established it is
brought back.

can be added easily
e Configuration
parameter based
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Tools
Card

Manager

Product

. ATM
Portfolio AdminUI
POS
Loader
Offer

-

Blocker Opsol Confidential
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OmniFraud Blocker integration with other switches

HPE NonStop
N
/E ( OmniPayments \
Preauthorization Engine
ISSUING
BANKS
: ! ! v Rules Trx Activity Card Trx
SWITCH Card
Transactions ~ Reject Accept
T Reject B A R
U I Accept / Reject 5
p— Financial Transaction
O) ] Switch

Modern and easy to manage, our Engine
preauthorizes millions of transactions in real
time and far more effectively than its
complex, compute-intensive competitors.

e Every Transaction is

checked for Fraud
conditions in Real time

e There are limits checks

(Daily, Weekly, Bi-
Weekly, Monthly) on
Amounts and # of
Transactions.

Preauthorized
Card Trx

A 4

FINANCIAL

Accept/Reject

<«

Opsol Confidential

ISSUING BANK
FINANCIAL
AUTHORIZATION
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\/isa Services | Visa Token

e New security feature offered by VISA

e Using tokens is safe as the card is not
stored on the mobile phone, ecommerce
servers or the NonStop

e Replaces sensitive card information
(Primary Account Number PAN) witha 16
digit token

e Tokens can be delivered for any brand
(Visa, MasterCard, Amex, Discovery, etc)

Edo.

\/

»
[ 2
- @ °
4000 1234 5600 9010

1234567890123456 @ @ .
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\/isa Services | Visa Token - Token Provisioning

4. \/isa CBS validates PAN and . -
requests Token to some Brand VISAQ #=&:

mastercard

Visa CBS
PAN
1. Cardholder introduces 2. Merchant's T —_ 5. Visa CBS delivers
PAN in Merchant's portal initiates — Token
internet portal Token request
. PAN PAN
Q . ( { \ \ 3. OmniPayments
5 ' O consumes Visa CBS API
C:'L_ EJ —1— - [] A and requests Token
Token Token
Consumer Merchant _
OmniPayments /
6. OmniPayments

7. OmniPayments stores PAN and Token

delivers Token to

Merchant Opsol Confidential
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Tools to connect Azure, AWS, GCP with NonStop

Azure/AWS integration web services

Client programs can communicate with OmniPayments using

-

000
000
000

Customer
Apps

\_

G == == (,a
~

[]
- -

C..Co

Devices

Internet

~

Azure/AWS

/ services \
Azure/AWS

AN

o

API

Gateway

Instance

N/
o5

dWS
N

ZAN

NS APIs

NonStop
Server

Azure/AWS

Brands
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OmniPayments Deployment Models

OP Licensing

One time software license model

Runs on HPE NonStopX

No transaction fees

Our Big Data and Dashboards run on Linux

Complete security functions use tokenization
to comply with PCI-DSS

OmniPayments Support

Huge savings

On Premise

o

OP as a Service

Pay-for-use

Runs on HPE NonStopX

Our Big Data and Dashboards run on Linux
Active / Active

Complete security functions use tokenization to comply
with PCI-DSS

No Downtime for maintenance or upgrades
Easy growth

OmniPayments Hardware, OmniPayments Software,
OmniPayments Operations, OmniPayments Data Center

OmniCloudX

Opsol Confidential
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OmniCloudX | Architecture

Acquirer
Network

L J

\Payment Applicationj

OmniPayments routes the transactions to VISA,
Mastercard and other leading processor brands

POS % Financial'
Terminal Transaction
Retailers @ (— Network

OmniCloudX

v 4

o

g

Issuing
Bank

A
UL
\Pa\/ment Applicationj

Banks and Merchants save time and money
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OmniCloudX | Active-Active

Internal Formats e Processor Brand Formats

VISA
O
VISA

@
OmniCloudX -
Opsol Confidential
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OmniDirector Customizations

Custom Orchestration

A\

/
/

Core Services
A\

Routing

Orchestration

Function 1 Security Function 2

. Load Distribution ®

Request from provider To Provider

Failover/Retry
Data Transformation Multithreading Service Invocation
Function 4 Function 3
@ @

Infrastructure Services

Reply to client Reply from Provider

OmniConsole

OmniOffender

OmniLogger

OmnniDash

OmniScheduler Opsol Confidential
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Do You Want To
Know More?

@ Www.opsol.com

@ sales@opsol.com

o www.linkedin.com/company
omnipayments
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